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Data Sharing is Essential

Large data sets are needed to answer many genome to phenome

guestions
* Sharing the extensive proprietary phenotypic and genetic

data generated by industry

Data sharing is essential for both Academia and Private Industry




Data Sharing in Academia
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Data Sharing in Private Industry

* Many joint analyses have demonstrated that the outcome of genetic analyses is
significantly improved by combining multiple genetic studies into a single analysis
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Data Sharing is Essential, But

privacy concerns

intellectual property, trade secrets

it could be used to undermine a company’s competitive
advantage
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%UCDAVIS
Quantitative
Genetics

Lab

Privacy concerns
Intellectual property
Trade secret

Safe Data: secure encryption of the data

* Confidential information is protected/obscured
* Allow further validation and research using encrypted data only

* Obtain same outcomes/results using the encrypted data (and the key)
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Homomorphic Encryption for Genotypes and Phenotypes

(HEGP)

linear transformation of

raw phenotypes (y) and genotypes (X)
by multiplying a randomly generated
orthogonal matrix (P)

The encrypted data will be shared
The key (P) is not shared

Richard Mott et al. Private Genomes and Public SNPs: Homomorphic Encryption of Genotypes and Phenotypes for Shared Quantitative Genetics, 2020
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How do encrypted genotypes look like?
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UCDAVIS
o
Gonefics HEGP preserves HEGP scrambles

o relationships between SNPs relationships between individuals

(a) (b)

Hoorrelation=1 .0 Hcorrelationzo




Data Analysis

. pig genotypes from Cleveland et. al (2012)

- n=3534; p=50,436 (MAF>0.01)
« Centered, each marker has zero mean

- simulated phenotypes

- h2=0.1; 0.3; 0.5; 0.7

- QTL%=1%; 10%; 50%; 100% (QTLs are included in markers)
- group effects: individuals were randomly split into 4 groups
- 10 replicates were applied

- BayesCm (Bayesian regression method with mixture priors)




Results: ~ identical estimated breeding values

Given raw genotypes X

o corr(XBraw XBencryptea) = 0.9996

0.1 0.3 0.5 0.7
1% 0.9993 | 0.9997 | 0.9998 | 0.9998
] 10% | 0.9992 | 0.9996 | 0.9997 | 0.9997
e 50% | 0.9992 | 0.9996 | 0.9997 | 0.9997
100% | 0.9992 | 0.9995 | 0.9997 | 0.9997
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* Corr(ﬁraw:ﬁencrypted) ~ 0.9929

Results: ~ identical estimated marker effects

(i.e., correlation between estimated marker effects using raw/encrypted data)

h2
0.1 0.3 0.5 0.7
1% 0.9937 | 0.995 | 0.9957 | 0.9961
10% | 0.9928 | 0.9927 | 0.9926 | 0.9928
QTL%
50% | 0.9898 | 0.9937 | 0.9916 | 0.9911
100% | 0.9906 | 0.9932 | 0.9925 | 0.992
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Results: ~ identical local genetic variance

« 20 SNPs per-window, #window=2522
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Joint analysis using encrypted data from multiple contributors

ﬂ Genotypes Phenotypes /ﬂ\ Genotypes Phenotypes
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Joint analysis

Allow each contributor to the joint data to use its own
private key prior to sharing the data “



Next Step

* Develop methods, protocols, software, and workflows to support data
sharing using homomorphic encryption

 Work with data sharing stakeholders to facilitate implementation of
homomorphic encryption




Privacy concerns
Intellectual property
Trade secret

Homomorphic encryption
* Confidential information is protected/obscured

* Obtain same outcomes/results using the encrypted data (and the key)
e Joint analysis using encrypted data from multiple contributors
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